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- NOJIHble TEeKCTbl BCeX (CBbILLE 1 700 000) eBPONEMCKMX NAaTEHTHbIX JOKYMEHTOB.
Bkntouaet 6ubnvorpaduueckmne, opugmueckme n agMMHUCTPATUBHbIE AaHHbIE.
YacToTa 06HOBNEHUSA — eXXeHeeNbHO.

- 0KOJ10 2 MUJINOHOB NATEeHTHbIX 4OKYMEHTOB NaTeHTHOro BegomMmcTea ®paHuum
€ 1920 roaa.

- MOJIHble TeKCTbl (OKO/0 4-X MUIJINOHOB) NAaT@HTHbIX AOKYMEHTOB NaTeHTHOro
BegomctBa CLLA c 1920 roga

- NOJIHbI€ TEKCTblI 4OKYMEHTOB NaTeHTHOro BeA40OMCTBA Fepmava C 1987 roaaq,
noJsziesHble MmoAe/in C 2004 roAaa.

— NOJIHble TeKCTbI (CBbiwe 1 800 000) NaTeHTOB BenankobpurtaHum c 1920 roga AT
— NOJIHble TEeKCTbl NaTeHTOB ABCTPUMN € 1902 T. (CBbiLe 236 000)

- NOJIHbIE TeKCTbl NaTeHTOB benbrumn c 1925 r. (cBbiwe 2276 000)
— NoJiHble TeCTbl NaTeHTOB LLiBenyapum c 1894 r. (cBbiLe 307 000)
- NOJIHbIE TeCTbl NaTeHTOB ANOHMM Ha AHI/IMUCKOM Ai3blke € 2006 roaa

- MO/IHbIE TeCTbl NaTeHTOB KnTasa Ha aHrMUCKoOM f3bike € 1985 roga ES- nosHble
TeKCbl NCMAHCKMUX NAaTEHTHbIX AOKYMEHTOB € 1980 T.

— (ﬂOJ'IHble TEeKCbl PYCCKUX U COBETCKUX NMATEHTHbIX AOKYMEHTOB C 1924 T.
- Pec|>epaTb| MHAMﬁCKMX MNaTeHTHbIX AOKYMEHTOB C 2005 T.

— MUPOBOM NaTeHT
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BO3MOXHOCTU A3bIKA 3ANPOCOB

==

DKBMBAJIEHTHO OAHOM bykBe/3HaKy uam ero
OTCYTCTBUIO

DKBUBAJIEHTHO TOYHO OAHOM byKBe/3HaKy




BO3MOXHOCTU A3bIKA 3ANPOCOB

Onepauus "nornyeckoe N" plutonium AND
isotope

MpeAabiaywnii TepMUH NpU suv NOT vesicle
OTCYTCTBUM NOC/IeAyIOLLEro
(nornyeckoe "HE")

Mpeablaywmi U nocaeayowmm sodium F chlorine
TepPMUHbI B OAHOM MNoJie

Mpeabiaywun v nocseayowWwmm sodium S chlorine
TePMUHbI B O4HOM NpeA/10XXeHUN

Mpeablaywmii u nocieayowmm sodium P chlorine
TepMUHbI B 0Og4HOM ab3aue




Mpeablaywmii M nocaeAyowmn electric+ 2D conduct+
TepMuHbI psigom B itobom nopsigke, 2D adhesive
npuyem mexxay HUMU MOXET bbITb
OT 0 A0 N APYrMX TEPMUHOB (N OT 1
A0 9)

w Mpeablaywmii U NocaeAyowmn
TePMUHbI PAAOM B YKa3aHHOM smart W
nopsagke. Ecam mexay tepmmHamm  card? = smart card?
He yka3aH oneparop, no
yMOJIYaHuUIO BbinosiHAeTca W

nw Mpeablaywmii U NoCaeAyIOWMUN friction 2W pad?
TePMUHbI PAAOM B YKa3aHHOM

nopsiake, npuyeM Mexay HUMHK

MOXKeT 6bITb OT 0 0 N APYyrux

TepMMHOB (N OT1 A0 9)

Ckobku Cko6ku 3a4a10T NpUopuUTET ((wireless W
(-..) (nocnepoBaTeNbHOCTb application W
BbIMOJIHEHUSA) NPU protocol) OR wap)

KOMbMHUMpPOBaHUM onepaTopoB NOT (dna OR
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NMpuoputeT — NpenmyLLeCTBEHHOE NpaBo 3asaBUTESIA Ha NMoJly4YeHue

naTteHTa Nno OTHOLUEHUIO K ApYyromy 3assBUTes0, o0ycnoBneHHoe

Oonee paHHeW A4aTou coBepLUEeHUS YCTaHOBMEHHOro NMaTeHTHbIM

3aKoHOM geuncteus. [lata coBepLUeHUA onpeaeneHHoro 4enNcTBma u

ecTb aarta npuoputeTta. 1o oGwemy npaBuny, KTo U3 3aaBUTENIEN

paHbLUe nogan 3asBKYy, TOT U UMeeT NPUOPUTET B Crlyyae KOHdNUKTa
UHTepecoB. Yalle Bcero, OH ycTaHaBnmMBaeTCA NO AaTe noaayvum 3asBKWU.
OpHako Tak ObiBaeT Aaneko He Bceraa. 3akoHoAaTeNnbCTBO Ha3bIBaeT U
Apyrue oencTBuUsA, COBepLUeHUe KOTOPbIX NO3BONAET YCTaHOBUTb NMpUopuUTeT
no 6onee paHHewu gare, YeM Aarta noaaym 3assBKU. ATO MOXET ObITb B
crly4yae KOHBEHLUMOHHOrO npuopuTteTa, Korga oqHOBpeMeHHO € noaa4vyen
3asiBKM B HaUMOHaribHOe nNaTeHTHoe BeAOMCTBO YKa3blBaeTCcA OAHa UNnu
HeCKOJIbKO CTpaH y4acTtHuu lNMNapmxcKkon KOHBEHLUU MO OXpaHe
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5 Content b | @ Detailed Hitiist | Go Q{[t‘ Sort by relevance| Telecommunication device i e maobile-telephone, has touch pad provided as

control command input device that is arranged on rear side of housing-part, and
information-bearing object controlled in touch pad

General search - BENZ GERHARD DE102008005136  2008-01-15 4 1/3’

Number search nousmg parl and |nlormat|or| bearing object controlled in touch pad

L h (DE102008005138) s
Citation seard The device has a housing comprising a housing-part (2.1) with a visual display (3) on a front side for wirelessly transmitting information to 4 QDBD
the device. A touch pad is provided as a control command input device. An information-bearing object (6) is controlled in the touch pad. The

object is indicated by a cursor (S) and appears on the display by using fingertips. The object moves the cursor on the display. A track ball or E [:3 DB‘
Search history a stick is provided as the control command input device. The contral command input device is arranged on a rear side of the housing-part 4

Search resufts -D DGB

4 O past Sessions

| Searches T T ) | Original or currert assignes Publ. number Pr.Date

& My Session

Previous History

Previous Analysis

& My searches 2 FIELD MONITORING SYSTEM USING A MOBILE TERMINAL D FONE WO02009104923  2008-02-21

My saved searches (WO2009104823)

he invention relates to a field monitoring system using a mobile terminal, the system comprizing: a mobile terminal, which transmits context

information and receives 3D image information corresponding to said context information, the context information consisting of audio-video

B Quickist (@ information generated by photographing images of the field and by recording sounds in the field, and location information obtained by applying
sensed signals from an accelerometer and from a Gyrescope sensor to 8 GPS signal including latitude, longitude and time; and a control / \_' AB
server which receives the context information, matches location information of the context information with a pre-stored map or architectural (DE102009005138)
drawing information to generate 30 image information for the current location of the mobile terminal, and transmits the generated information The device has a housing comprizing a housing-part (2.1) with a visual display (3} on a front side for w
to the mobile terminal. Therefore, by using a wireless terminal that utilizes a commercial communication module, GPS and INS, the invention transmitting information to the device. A touch pad is provided as a control command input device. An |r|fcrmat|cn—
presents advantages in finding out the location of each personnel member who is sent to even a wide-area disaster, and photographing any unexpected accident or situation bearing object (8) is controlled in the touch pad. The object is indicated by a cursor (5) and appears on the display
or blind spots. by using fingertips. The object moves the cursor on the display. A track ball or a stick is provided as the control

command input device. The control command input device is arranged on a rear side of the housing-part.
W02005059064 2008-02-05 N

—J My Lists MNew

METHOD FOR REGISTERING POSITION, MOBILE COMMUNICATION SYSTEM, NTT DOCOMO; NTT-NIPPON

AND VIRELESS BASE STATION TELEGRAPH AND TELECON BENZ GERHARD

(EP2242291) . " PA BENZ GERHARD
A location registration methed according to the present invention, includes: transmitting, at a mobile station (UE), a TA signal, when detecting
that the mobile station (UE) has moved out of a TA list with which the mobile station (UE) is already registered by location registration
processing; and transferring, from a radio base station (eNB) to an exchange (MME) identified by an exchange ID included in the TAU signal.
An exchange ID assigned to a mobile station (#a) belonging to a first layer is different from an exchange ID assigned to a mobile station (#b)
belonging fo a second layer, even though the same exchange is identified by the exchange IDs. A TA list and a pool area set for the mabile Published As

station (#a) is different from a TA list and a pool area set for the mobile station (#b) Publ. number Pub. date  Publ Stage

PAH (DE102009005138)
(A1) BENZ GERHARD (DE)

MOBILE APPROVAL SYSTEM AND METHOD :;E";_:FE’ENRE" VODAFONETEKNOLON  yyo009000428  2008-01-15 B DE102009005138 20100722 A1 -Doc. laid open (First publication)
(//0200890428) \Hcc 00123
bile Approval System and Method is a system and method providing the approval of transactions such as banking, login into sub-networks [
and e-questionnaire on secured GSM networks in a session-based structure realized over the Internet or similar networks, which are not ' 7T Ty ICAA .
secured and ich reguire an approval. This invention uses protocols, ich the Internet network supports on the unsecured Internet side % =l HO4M-001/23 [2008-01 A F 1B H DE]
and the session-based USSD service protocols operating on all mobile telephones on the S57-based GSM network. A gateway is provided ICCA
taking over the functioning of an "Approval Server between the Internet network and the GSM networks. With this gateway, service 2 HO4M-001/23 [2010 CFIBH D
requests coming via the Internet network are processed by the interfaces listening to the Internet protocols of the gateway and sent fo the
GSM networks over USSD {Unstructured Supplementary Service Data). In the proposed method, the user is requested to enter the password
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hger dispatching on airports, (IMPHS) and the technical
mechanism (IMPHU), due to it, in this procedure will cross the flight passenger after
arrival at the airport and [Machine Translation]

INFORMATION SYSTEM HAVING A HAND-HELD INFORMATION DEVICE
INTEGRATED HANDOVER AUTHENTICATING METHOD FOR NEXT GENERATION NETWORK

(NGH) WITH VWIRELESS ACCESS TECHNOLOGIES AND MOBILE IP BASED MOBILITY
CONTROL

KR20080086116

DATA FADING TO SECURE DATA ON MOBILE CLIENT DEVICES IANYWHERE SOLUTIONS US2009150870
SHORT-RANGE COMMUNICATION-ENABLED MOBILE DEVICE, METHOD AND RELATED

SERVER ARRANGEMENT TION TEKNILLINEN

ARRANGEMENT FOR AN NFC COMPATIBLE MOBILE DEVICE FOR DELAYED TRANSFER OF 1 -0 o e
AN ESTABLISHED FRIEND CONNECTION AND A RELATED METHOD

Mobil terminal and data uploading method thereof

access NSNS MOICATION FOR PROXY MOBILE INTERNET PROTOCOL VERSION 8 NOKIA RIS
UPDATING MOBILE DEVICES WITH ADOITIONAL ELEMENTS ISUFIDERITL DEVICEFDELITY

Aluminum hollovs vith IS for the instal
set with automatic opening of the bearing cup in travel mobile (Machine Transiation]

ion of an Sat snte e

Uebeplatz [Machine Translation] BUSMANN RALF
SEEDING CHALLENGES FOR PAYMENT TRANSACTIONS

UNIVERSAL KEY AND MECCHANICAL-ELECTRONIC LOCK WITH STANDARDISABLE cEmETY
COMPOHENTS uZ2| CESDID

HANDLING OF ABSENCE MESSAGES INl A MOBILE NETWORK INFRASTRUCTURE THO KEHAG

MOBILE COMMUNICATION SYSTEM, BASE STATION DEVICE, AND USER DEVICE AND
METHOD

NTT DOCOMO; NTT-NPPOM
TELEGRAPH AND TELECOM
A METHOD FOR REDUCING RECEPTION TIMES OF OVERHEAD INFORMATION BY MOBILE

CH1960514
MULTIMEDIA BROADCA ST TERMINAL 2 gl

METHOD AND SYSTEM FOR PROVIDING MOBILE TELEPHONE CALL TERMINATION
SERVICE OVER OPEN SEA

KOREA RESEA|
STANDARDS

H INSTITUTE OF

CENCE KR20080020123

INSTITUTE FOR INFORMATION
INDUSTRY; INSTITUTE INFORMATION
INDUSTR

WIRELESS COMMUNICATION SYSTEM, APPARATUS, AND METHOD FOR TRANSMITTING
INFORMATION TO DESCRIBE NETWORK TOPOLOGY

JAL GSC; MILLER DAVID; MOBLI
METHOD AND SYSTEM FOR DETERMINING MOBILE EMISSIONS REDUCTION CREDITS HLIOL SR BT IV E MOBES,
MOBILE COMMUNICATION TERMINAL CAPABLE OF PINPOINTING A TAG'S LOCATION oo _

AND INFORMATION PROVIDING SYSTEM AND SERVICE METHOD UTILIZING BOTH OF THEM - o |
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server which receives the context information, matches location information of the context information with a pre-stored map or architectural
drawing information to generate 30 image information for the current location of the mobile terminal, and transmits the generated information
to the mobile terminal. Therefore, by using a wireless terminal that utiizes a commercia N

presents advantages in finding out the location of each personnel member who is sent Import in progress

or blind spots.

3 El METHOD FOR REGISTERING POSITION, MOBILE COMMUNICATION S|

. AND WIRELESS BASE STATION

(EP2242391)
A location registration method according to the present invention, includes: transmitting, at a mobile station (UE), a TA signal, when detecting
that the mobile station (UE) has moved out of a TA list with which the mobile station (UE) iz already registered by location registration
processing; and transferring, from a radio base station (eNB) to an exchange (MME) identified by an exchange ID included in the TAU signal.
An exchange ID assigned to a mobile station (#a) belonging to a first layer is different from an exchange ID assigned to a mobile station (#b)
belonging to a second layer, even though the same exchange is identified by the exchange IDs. A TA list and a pool area set for the mobile
station (#a) is different from a TA list and a pool area set for the mobile station (#b).

VODAFONE; VODAFONE TEKNOLOJI
HIZMETLERI

@

WOZ00950426)
Mobile Appreval System and Method is a system and methed providing the approval of transactions such as banking, legin into sub-networks
and e-questionnaire on secured GSM networks in a session-based structure realized over the Internet or similar networks, which are not
secured and which require an approval. This invention uses protocols, which the Internet network supports on the unsecured Internet side
and the session-based USSD service protocols operating on all mobile telephones on the SS7-based GSM network. A gateway is provided
taking over the functioning of an "Approval Server' between the Internet network and the GSM networks. With this gateway, service
requests coming via the Internet network are processed by the interfaces listening to the Internet protocols of the gateway and sent to the
GSM networks over USSD (Unstructured Supplementary Service Data). In the proposed methed, the user is requested to enter the password
or the approval of the menu inte the mobile phone, so that with this action there is no need for another interface and as there is only one
session open between the user and the bank, nobody else can interfere. Further, in the method proposed, as the approval mechanism is the

MOBILE APPROVAL SYSTEM AND METHOD
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mobile phone when shopping is realized with a credit card, others will not be able to use the credit card or the information even though they pass into the hands of others.

OPTIMIZED MOBILE INTERHET ACCESS ERICSSON

5. [0

(EP2245868)
The present invention is directed to a method and a mobile node and a node arrangement for performing the method, which method is for

WO2005084589

1

2007-12-31
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AB

(EP2245868)

The present invention is directed to a method and a mobile node and a node arrangement for performing the method
which method is for selecting a connection (224, 314, 316) for a mobile node (310) arranged to operativet
communicate with a network node arrangement (312) via a plurality of connections (224, 314, 316). The metho
comprizes the steps of sending from the mobile node (310) to the node arrangement (312) a first registratiol
request via a first connection of =aid connections (224, 314, 316), and a second registration request via a secon
connection of said connections (224, 314, 316), sending from the node arrangement (312) to the mobile node (310)
a first registration reply comprising routing cost for the first connection as a response to the first registratio
request, and a second registration reply comprising routing cost for the second connection as a response to th
secend registration request, selecting in the mobile node (310) the first connection or the second connection for up)
link communication from the mobile node to the node arrangement (312) depending on the routing cost for the firs
connection and the routing cost for the second connection.

(From US2010290402 A1)

n BACKHMAN JAN
PA ERICSSON
(EP2245868)
(A1) ERICSSON TELEFON AB L M (SE}

(WO200984928)
(A1) ERICSSON TELEFON AB L M (SE), BACKMAN JAN (SE)

(US20100250402)
BACKMAN JAN; FROM 20080121 TO 20080121
TELEFONAKTIEBOLAGET LM ERICSSON; FROM 20080121

(IN2010KNO2737)
(4) TELEFONAKTIEBOLAGET LM ERICSSON (PUBL) (SE}
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= SERVICES OVER A PACKET SWITCHEDNETWORK = = = banking, login into sub-networks and ionnaire on secured GSM networks in a session-based structure
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gateway, service requests coming via the Internet network are processed by the interfaces listening to the Internet
REDUCING MOBILE-TERMINATED CALL SET UP BY IDENTIFYING AND protocols of the gateway and sent to the GSM networks over USSD (Unstructured Supplementary Service Data). In
MITIGATING OVERLAP BETWEEN PAGING AND SYSTEM INFORMATION QUALCOMNK WOZ2008060879 2006-11-09 the proposed method, the user is requested to enter the password or the approval of the menu into the mobile
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BROADCAST phone, so that with thie action there is no need for another interface and as there is only one session open between
the user and the bank, nobody else can interfere. Further, in the method proposed, as the approval mechanism is the
ALCATEL; ALCATEL LUCENT EP1816752 2006-02-06 mobile phone when shopping is realized with a credit card, others will not be able to use the credit card or the
informatien even though they pass inte the hands of others.
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4[] 11 -Patent Family ECLM = 10
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1. A method of controling access of a user eguipment, UE, (30, 40) in a wireless telecommunications system comprising a radio access network, RAN, that is 18
PCT WO2009151372 A | adapted to communicate with a core network, CN, (34, 44) the method comprising the steps of:
- - acquiring (801} a query comprising a temporary identity of the UE (30, 40), for controling whether the UE (30, 40} is authorized fo access to the system 5 " IP BASED TRANSMISSION
"] B5 US201009113 AL | 441501 & femto radio base station, femto RES (31, 41) 128 —Lt— 14

" & - determining (802) whether the temporary identity of the UE (30, 40) is associated with at least a permanent identity of the UE (30, 40) and further associated "_'_';1—'- - FEMTO i

Firndd similr patenis with & ity of the femto RBS ( 14 - authorizing (303) the UE (30, 40} to access the system when the tempo ity of the UE (30, 40) s [ 128 RBS [~ lub+ 1

Find Inpadec family with said at least the permanent identity of the UE (30, 40) and with the identity of the femto RBS (31, &1); otherw nying access to the UE 3 - = — o

e—ts FEMTO [ AcDB
Graph Inpadoc family < - ’ : .. = — RBS — 1 _—7| "N\~
ethod according to claim 1, wherein the method comprises acquiring said query at a radio network controller, RNC, part (32, 42) in the RAN as soon 126 ok | S— Iu

= RNC (32, 42) receives a radio ource control, RRC, connection request message from the UE (30, 40) comprising the temporary identity of the UE —, | ﬁm'- T 19
(30, 40) previously allocated by the CN o the UE (30, 40). — | rES | W
3. The method according to claim 1, n the method comprises acquiring said query at the RNC part (32, 42) when the RNC receives a non access B 7 c
stratum, NAS, message from the UE (30, 40) comprising the temporary identity of the UE (30, 40) previously allocated by the CN (34, 44) to the UE (30, 40). "_-_ 1
4. The method according to anyone of claims 1-3 further comprising the step of maintaining, for each authorized UE (30, 40), an association list comprising an "15 P : lub
identity number offemto RBS (31, 413 throush which the UE (30. 40} is authorized to access the svstem: a permanent identitv of the UE (30. 401 and a list of 4 MACRO | . 17

temporary identities; said list of ter
40) and a type of domain said auth
5. The method according to claim

temporary identity included in the li:
6. The method according to claim

time a new temporary identty is ali
7. The method according to claim '
an update of said list of temporary
8. The method according to claim ¢
upd: =aid list of temporary ide
e method according to anyo
identities for each UE (30, 40) that
10. The method according to anyo
is associated with the RNC part

permanent identity of the UE (30, 41
1.

1. An apparatus (32, 42, 23, 71) f
network, RAN, that is adapted to ci
- acquire a query comprising a ter
femto radio base station, femto RB!
r the temporan
mto RBS (31, 47
- autherize the UE (30, 40} to aco
UE (30, 40) and with the identity of
12. The apparatus (32, 42, 33, 71

RAN as soon as the RNC receives
(30, 40) comprising the
13. The apparatus (32, 42, 33
access stratum, NAS, mes
14. The apparatus (32, 42, 33, T1
compriging an identty number of &
a list of temporary identities; said

UE (30, 40} and a type of domain =
15. The apparatus (32, 42, 33, T1
identity for every temporary ident
accessing

16. The apparatus (32, 4.
identities #ach time A n nora
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[F] PCT w02009151372 &| A METHOD AND AN APPARATUS FOR ACCESS CONTROL IN A MOBIL COMMUNICATIONS
SYSTEM
[F] PCT WO2009151372 A | TECHNICAL FIELD
The present invention relates generally to the field of mobile or wireless communications network systems, and, more specifically, to a method and an 2 |P BASED TRANSMISSION
apparatus for access control in a wireless communications system comprising femto radio base stations.
BACKGROUND
Wireless access networks have become a key element of a variety of telecommunications network environments. As to enterprise network environments,
Find Inpadoc famiy they provide convenient wireless access to network resources for employees or customers carrying laptops andior mobile handheld devices. In addition, [ ACDI 3 |
Gragh Inpadoc. famly wireless access points operable with diverse communication devices, such as laptops, mobile phones, etc., are broadly used in public environment such as { B— » RNC) L
e.g., hotels, train stations, airports, restaurants, schools, universities and homes, and are mostly used to offer high-zpeed internet access. i 1u
The telecommunication industries and operators are currently investigating the possibilty to further increase the coverage area offered by cellular | ey (BT = | 19
communications network systems to home or small areas. Examples of cellular communication network system are: the Universal Mobile Telecommunication X
Systems (UMTS) network, also known as third generation (3G) cellular network system or widsband code division multiplexing access (WCDMA) network, \ V| 3 \f o
the Global System for Mobile telecommunications (GSM) network; the General Packet Radio Service (GPRS) network that utilizes the infrastructure of 2 GSM \ %
system; Two further examples of cellular access networks are EDGE; EGPRS and LTE (long term evolution) which are further enhancements to GSM and
GPRS and UMTS respectively. EDGE refers to enhanced Data rates for GSM Evolution, and EGPRS refers to Enhanced GPRS. According to such
investigation, a limited number of users (e.g. a user equipment (UE}) may be provided with e.g. WCOMA or 3G coverage using a small radio base stations
(RBS) also called a "femto RBS™ that would be connected to a radio network controller (RNC) of the 3G network using some kind of internet protocol (IP)
based transmizsion. The coverage area so provided is called a "femto cell” to indicate that the coverage area is relatively small compared with an area of &
macro cell of a public land mobile network (PLMN). Other terminology for a femte RBS includes a "Home RBS™ and/or a “home 3G access point (H3GAP)"
and/er a "home access point (HAP)™ and/or a "home Node B (HNB)" andfor a home E-UTRAN Node B (HeNB). it should be mentioned that small cells known as
picocells may serve small areas such as part of a building, a street corner or a airplane cabin and are usually smaller than microcelie, which in turn i smaller
than a macrocell. The picocells are traditionally provided as coverage or capacity extensions and do not include an access control mechanism. This means
that all users that are allowed to access macrocelle of a PLMN are also allowed to access microcells and picocells of the zame PLMN
One atternative for the IP based transmission is to use fixed broadband access (like xDSL, Cable, etc.) to connect the femto RBS to the RNC. Another
alternative would be to use mobile broadband access e.g. some WillaX technologies or HSDPA and enhanced uplink also known as HSPA
Figure 1 ilustrates an example of a WCDMA. network 10 buitt with a traditional architecture including one or several RNCs 16 (or femto RNCs) and femto RBSs
11 working as H3GAP. However the RBS "s and RNCs may as well be collapsed and form a single node in a so called flat architecture. As shown in Figure 1
the network 10 comprises a core network (CN) 17 connected to a RNC 16 that controls all radio base stations connected to it, i.. macro RBS 13 and femto
RBSs 11. It should be noted that the RNC 18 may comprises the functionalities of a femto RNC for controlling femto RBSs and the functionalities of a macro
RNC for controling a macro RBS. The macro RBS 13 serves a macro cell 18 whereas a femto RBS 1 1 serves a femto cell 12A (or 12B or 12 C etc.). As
ilustrated, each femto RBS 1 1 serves it dedicated femto cell
As well known in the art, a RBS is typically situated at an interior (e.g. centre) of the respective cell which the RBS serves, but for the sake of clarity, the
macro RBS 13 and thefemto RBSs 11 of Figure 1 are shown instead as being associated by double headed arrows to their respective cells. At least some of
the femto celle 124, 128, 12C are geographically overlayed or overlapped by the macro cell 18
A user equipment (UE) 15 communicates with one or more cells or one or more RESs over a radio interface. The UE 15 can be a mobile phone (or "cellular
phone”), a laptop with mobile termination and thus can be eg portable, pockst, handheld, computer-included, or car- mounted mobile device which can
communicate voice and/or data with a radio access network. The UE 15 may further communicate with the radio access network via a femto RBS 11 through
an internet protocol (IP) based transmission network 14 which, as described earlier, can be either fixed IP based tr ion (e.9. xDSL) or
broadband mobile IP based transmission (e.g. WiMaX or HSPA) or any other suttable IP based transmission.
In the wireless communications network system depicted in Figure 1, the interface between each femto RBS 11 and the RNC {or femto RNC) 18 can be called
the extended lub interface
“lub+" which iz usually formed by an IP connection over the IP based transmission network
14. In some implementations, the lub+ resembles the lub interface between the macro RBS 13 and the RNC 16 (or macro RNC), but the lub+ interface is
modified for conveying additional information such as the identity of the femto RBS 1 1 e.g. during the initial power-on procedure of the femto RBS 11. i
should be mentioned that the lub interface is not necessarily IP based
Alzo illustrated in Figure 1, the lu interface is used between the RNC 16 and the CN 17. Note that in a flat architecture there would not necessarily exist any
lub(+) interface because, as described above, in such flat architecture the RBS and the RNC can form a ingle node.
In order to limit the users of UEs 15 of e.g. femto cell 12C to the ones that are allowed, an access control feature can be implemented in the system. This way,
at any UE attempt to camp on the femto cell it is checked if the user is an allowed user. The international subscriber mobile identity (IMSI) of allowed users (or
UEs) per femto RBS are stored in a database 19, known as an access control database (ACDB), to which the stand-alone or integrated RMC has access.
Since femto cells are generally meant to serve a limited number or subset of end users, it is very important that the end user that has purchased the femto
RBSgets access and is not denied access because the number of allowed users is already met by other unauthorized users. In other words, access control
is imnnriant
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CT WO2009151372 4| The present m.-entlon refates generally to the field of mobile or wireless 8 nunications network systems, and, more specifically, to a method and an
apparatus for access control in a wireless communications system comprisi 8 :mto radio base stations.

According to a first aspect of embodiments of the present invention, the 7, e stated problem is solved by means of a method of controlling access of a UE
2 R in a wireless telecommunications system comprising a radio access netw RAN) that iz adapted to communicate with a core network (CN).

ES US2011009113 AL | 4 cording to a second aspect of embodiments of the present invention 4l above stated problem is solved by means of an apparatus for controling access
of UE in a wireless telecommunications system comprising a R&N tha' flf sdapted to communicate with a CN, The apparatus is adapted to: acquire a query
comprising & temporary identity of the UE, for controling whether the L ~uthorized to access to the system through a femto RAS
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An advantage with the embodiments of the present invention is to achieve increased security when a UE attempts to access a ne
station. Another advantage with the embodiments of the present invention is to keep to & minimum th

another advantage with the embodiments of the present invention is that no functional changes are needed in the UEs

According to such investigation, a limited number of users (e.g. a user equipment (UE)) may be provided with e.g.

lu g

4 MACRO
0, 40) in a wireless telecommunications system comprising a radio access network, RAN, that is _RBS
sdapted to communicate with a core network, CH, { the method comprising the steps of: - acquiring (801} a query comprising a temporary identity of
the UE (30, for controling whether the UE (30, is authorized to access to the system through a femto radio base station, femto RBS (31 13
determining (802) whether the temporary identity of the UE (30, 40} is associated with at least a permanent identity of the UE (30, 40) and further associated
with an identity of the femto RBS (31, 41); and - authorizing (803) the UE (20, 40) to access the system en the temporary identity of the UE (30, 40) is
associated with said at least the permanent identity of the UE (30, 40} and with the identity of the femto RBS (31, 41); otherwise denying access to the UE
(30, 40
1 1. An apparatus (32, 42, 33, 71} for controling access of a user equipment, UE, (30, 40) in a wireless telecommunications system comprising a radio
access network, RAN, that i adapted to communicate with & core network, CN, (34, 44) the apparatus is adapled to: - scquire a query comprising a
temporary identity of the UE (30, 40), for controlling whether the UE (30, 40), is authorized to access to the system through a femto radio base station, femto
RBS (31, 4 determine whether the temporary identity of the UE (30, 40) is associated with at least a permanent identity of the UE (30, 40) and further
associated h an identity of the femto RBS (31 and - authorize the UE (30, 40) to access the system when tr|=t=m|:orary identity of the UE (30, 40) is
associated h said at least the permanent identity of the UE (30, 40) and with the identity of the femto RES (3 e the apparatus ( 3
71} is adapted to deny access to the UE (30, 40)
(30, 40) comprising the temporary identity of the UE (30, 40) previously allocated by the CN (34, 44} to the UE (30, 40}

1. A method of controling access of a user equipment, UE
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adapted to communicate with a core network, CN, (34, 44) the method comprizing the steps of:

- acquiring (801) a query comprising a temporary identity of the UE (30, 40), for controling whether the UE (30, 40) is authorized to access to the system
through a femto radio baze station, femto RBS (31, 41);

- determining (802) whether the temporary identity of the UE (30, 40) is associated with at least a permanent identity of the UE (30, 40) and further associated
with an identity of the femto RBS (31, 41); and - authorizing (803) the UE (30, 40) to access the system when the temporary identity of the UE (30, 40) is
associated with said at least the permanent identity of the UE (30, 40) and with the identity of the femto RBS (31, 41); otherwise denying access to the UE
(30, 40).

2. The method according to claim 1, wherein the method comprises acquiring said query at a radio network controller, RNC, part (32, 42) in the RAN as soon
as the RNC (32, 42) receives a radio resource contral, RRC, connection request message from the UE (30, 40} comprising the temporary identity of the UE
(30, 40) previously allocated by the CN (34, 44) to the UE (30, 40).

3. The method according to claim 1, wherein the method comprises acquiring said query at the RNC part (32, 42) when the RNC recei a non access
stratum, NAS, message from the UE (30, 40) comprising the temporary identity of the UE (30, 40) previously allocated by the CN (34, 44) to the UE (30, 40).

4. The method according to anyone of claims 1-3 further comprising the step of maintaining, for each autherized UE (30, 40), an association list comprizing an
identity number offemto RBS (31, 41) through which the UE (30, 40) is authorized to access the system; a permanent identity of the UE (30, 40) and a list of
temporary identities; said list of temporary identties comprises the temporary identity of the UE (30, 40) previously allocated by the CN (34, 44) to the UE (30,
40) and a type of domain said authorized UE (30, 40) is accessing.

5. The method accerding to claim 4, wherein the methed further comprises maintaining in 2aid list of temporary identities, a registration area identity for every
temporary identity included in the list, aid registration area identity is dependent on said type of domain the authorized UE (30, 40) is accessing.

6. The method according to claim 4 or claim 5 further comprising the step of receiving from the CN (34, 44) an update of the list of temporary identities each
time a new temporary identity is allocated by the CH (34, 44} to the UE (30, 40)

7. The method according to claim & further comprises the step of identifying each femto RBS (31, 41) that said UE (30, 40) is allowed to access and sending
an update of said list of temporary identities to each RNC (32, 42) that controls the femto RBS (31, 41) the UE (30, 40) is allowed to access.

2. The method according to claim & further comprizes the step of identifying each femto RBS (31, 41) said UE (30, 40) is allowed to access and sending an
update of said list of temporary identities to each combined RNC/RBS (71) the UE is allowed to access.

9. The method according to anyone of preceding claims, wherein the method further comprizes temporary storing, in & cache memory said temporary
identities for each UE (30, 40) that is allowed to access the femto RES (31, 41) and/or the combined RNC/RBS (71).

10. The method according to anyone of claims 2-9 wherein the step of determining comprises triggering the access control towards a database (33, 43) that
iz associated with the RNC part (32, 42) in the RAN, in order to determine whether the temporary identity of the UE(30, 40) is associated with at least a
permanent identty of the UE (30, 40) and further associated with an identity of the femto RBS (31, 41).

1

F Menu

4 [7] 111 -Patent Family

saw Detail « |[& Biblio (=] Description || [£] Key Content & kwic || (=] Legal Status || & Citations

[ PCT WO2009151372 4
[ PCT WO2009151372 &
[F] =5 US2011009113 AL

Find similar patents
Find Inpadoc family
Graph Inpadec family

1. An apparatus (32, 42, 33, 71) for controling access of a user equipment, UE, (30, 40) in & wirsless telecommunications system comprising a radio accsss
network, RAN, that is adapted to communicate with a core network, CN, (34, 44) the apparatus is adapted to:
- acquire a query comprising a temporary identity of the UE (30, 40), for controling whether the UE (30, 40), is authorized to access to the system through a
femto radio base station, femto RBS (31, 41);
- determine whether the temporary identity of the UE (30, 40) is associated with at least a permanent identity of the UE (30, 40) and further associated with
an identity of the femto RBS (31, 41); and
- authorize the UE (30, 40) to access the system when the temporary identity of the UE (30, 40) is associated with said at least the permanent identity of the
UE (30, 40) and with the identity of the femto RBES (31, 41); otherwise the apparatus (32, 42, 33, 71) is adapted to deny access to the UE (30, 40).

12. The apparatus (32, 42, 33, 71) according to claim 11, where the apparatus iz adapted to acquire said query at a radio network controller, RNC, part in the
RAMN as soon as the RNC receives a radio resource control, RRC, connection request message from the UE

(30, 40) comprising the temporary identity of the UE (30, 40) previously allocated by the CN (34, 44) to the UE (30, 40)

13 The apparatus (32, 42, 33, 71) according to claim 11, where the apparatus is adapted o receive the query at the RNC pa
access stratum, NAS, message from the UE comprising the temporary identity of the UE previously allocated by the CN to the UE.
14. The apparatus (32, 42, 33, 71) according to anyone of claims 11-13 is further adapted to maintain, for each authorized UE (30, 40), an association list
comprizing an identity number of a femto RBS through which the UE (30, 40). is authorized to access the system; a permanent identity of the UE (30, 40) and
a list of temporary identities; said list oftemporary identities comprizes the temporary identity of the UE (30, 40) previously allocated by the CN (34, 44) to the
UE (30, 40} and a type of domain =aid authorized UE (30, 40} is accessing

15. The apparatus (32, 42, 33, 71) according to claim 14, where the apparatus is adapted to maintain in said list of temporary identities, a registration area
identity for every temporary identity included in the list, said registration area identity is dependent on said type of domain the authorized UE (30, 40) is
accessing

&. The apparatus (32, 42, 33, 71) according to claim 14 or claim 15 is further adapted to receive from the CN (34, 44) an update of the list of temporary
identities each time a new temporary identity is allocated by the CN (34, 44) to the UE (30, 40).

17. The apparatus (32, 42, 33, 71) accerding to claim 16 is further adapted to identify each femto RBS (31, 32) where the UE (30, 40) is allowed to access
and to send an update of the list of temporary identities to each RNC that controls the femto RBS where the UE (30, 40) is allowed access.

18. The apparatus (32, 42, 33, 71) according to claim 16 is further adapted fo identify each femto RBS (31, 41) where said UE (30, 40) is allowed to access
and tn 2end an undate nf said list of temnorary identities tn each combinad RNC/RAS the LF (30401 i allpwed to acress

hen the RNC receives a non
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server which receives the context information, matches location information of the context information with a pre-stored map or architectural
drawing information to generate 30 image information for the current location of the mobile terminal, and transmits the generated information
to the mobile terminal. Therefore, by using a wireless terminal that utiizes a commercia N

presents advantages in finding out the location of each personnel member who is sent Import in progress

or blind spots.

3 El METHOD FOR REGISTERING POSITION, MOBILE COMMUNICATION S|

. AND WIRELESS BASE STATION

(EP2242391)
A location registration method according to the present invention, includes: transmitting, at a mobile station (UE), a TA signal, when detecting
that the mobile station (UE) has moved out of a TA list with which the mobile station (UE) iz already registered by location registration
processing; and transferring, from a radio base station (eNB) to an exchange (MME) identified by an exchange ID included in the TAU signal.
An exchange ID assigned to a mobile station (#a) belonging to a first layer is different from an exchange ID assigned to a mobile station (#b)
belonging to a second layer, even though the same exchange is identified by the exchange IDs. A TA list and a pool area set for the mobile
station (#a) is different from a TA list and a pool area set for the mobile station (#b).

VODAFONE; VODAFONE TEKNOLOJI
HIZMETLERI

@

WOZ00950426)
Mobile Appreval System and Method is a system and methed providing the approval of transactions such as banking, legin into sub-networks
and e-questionnaire on secured GSM networks in a session-based structure realized over the Internet or similar networks, which are not
secured and which require an approval. This invention uses protocols, which the Internet network supports on the unsecured Internet side
and the session-based USSD service protocols operating on all mobile telephones on the SS7-based GSM network. A gateway is provided
taking over the functioning of an "Approval Server' between the Internet network and the GSM networks. With this gateway, service
requests coming via the Internet network are processed by the interfaces listening to the Internet protocols of the gateway and sent to the
GSM networks over USSD (Unstructured Supplementary Service Data). In the proposed methed, the user is requested to enter the password
or the approval of the menu inte the mobile phone, so that with this action there is no need for another interface and as there is only one
session open between the user and the bank, nobody else can interfere. Further, in the method proposed, as the approval mechanism is the
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mobile phone when shopping is realized with a credit card, others will not be able to use the credit card or the information even though they pass into the hands of others.

OPTIMIZED MOBILE INTERHET ACCESS ERICSSON
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(EP2245868)
The present invention is directed to a method and a mobile node and a node arrangement for performing the method, which method is for

WO2005084589
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(EP2245868)

The present invention is directed to a method and a mobile node and a node arrangement for performing the method
which method is for selecting a connection (224, 314, 316) for a mobile node (310) arranged to operativet
communicate with a network node arrangement (312) via a plurality of connections (224, 314, 316). The metho
comprizes the steps of sending from the mobile node (310) to the node arrangement (312) a first registratiol
request via a first connection of =aid connections (224, 314, 316), and a second registration request via a secon
connection of said connections (224, 314, 316), sending from the node arrangement (312) to the mobile node (310)
a first registration reply comprising routing cost for the first connection as a response to the first registratio
request, and a second registration reply comprising routing cost for the second connection as a response to th
secend registration request, selecting in the mobile node (310) the first connection or the second connection for up)
link communication from the mobile node to the node arrangement (312) depending on the routing cost for the firs
connection and the routing cost for the second connection.

(From US2010290402 A1)

n BACKHMAN JAN
PA ERICSSON
(EP2245868)
(A1) ERICSSON TELEFON AB L M (SE}

(WO200984928)
(A1) ERICSSON TELEFON AB L M (SE), BACKMAN JAN (SE)
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(IN2010KNO2737)
(4) TELEFONAKTIEBOLAGET LM ERICSSON (PUBL) (SE}




Cnacumbo 3a BHumMmaHue!

..llﬂ':"ll_ 2

: g 'i;:::. _...-'“-:-._ Fa
I 1_-

ﬂj-J Acﬂua L r" EH'




